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Preface

The use of computers to recognize humans from physical and behavioral
traits dates back to the digital computer evolution of the 1960s. But even
after decades of research and hundreds of major deployments, the field of
biometrics remains fresh and exciting as new technologies are developed
and old technologies are improved and fielded in new applications. World-
wide over the past few years, there has been a marked increase in both gov-
ernment and private sector interest in large-scale biometric deployments
for accelerating human-machine processes, efficiently delivering human
services, fighting identity fraud and even combating terrorism. The pur-
pose of this book is to explore the current state of the art in biometric sys-
tems and it is the system aspect that we have wished to emphasize.

By their nature, biometric technologies sit at the exact boundary of the
human-machine interface. But like all technologies, by themselves they can
provide no value until deployed in a system with support hardware, net-
work connections, computers, policies and procedures, all tuned together
to work with people to improve some real business process within a social
structure.

In this book, we bring together some of the most respected and experi-
enced international researchers and practitioners in the field to look
closely at biometric systems from many disciplinary angles. We focus on
the technologies of fingerprint, iris, face and speaker recognition, how
those technologies have evolved, how they work, and how well they work as
determined in recent test programs. We look at the challenges of designing
and deploying biometrics in people-centered systems, particularly when
those systems become large. We conclude with discussions on the legal and
privacy issues of biometric deployments from both European and US per-
spectives. We hope you find this book valuable in understanding both the
historical accomplishments and remaining challenges in this fascinating
field.

James Wayman
Anil Jain
Davide Maltoni
Dario Maio

31 July 2004
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An Introduction to Biometric
Authentication Systems

James Wayman, Anil Jain, Davide Maltoni and Dario Maio

1.1 Introduction

Immigration cards holding both passport number and measures of the
user’s hand [1]; fingerprints taken as a legal requirement for a driver
license, but not stored anywhere on the license [2]; automatic facial recog-
nition systems searching for known card cheats in a casino [3]; season
tickets to an amusement park linked to the shape of the purchaser’s fingers
[4]; home incarceration programs supervised by automatic voice recogni-
tion systems [5]; and confidential delivery of health care through iris rec-
ognition [6]: these systems seem completely different in terms of purpose,
procedures, and technologies, but each uses “biometric authentication” in
some way. In this book, we will be exploring many of the technologies and
applications that make up the field of “biometric authentication” - what
unites them and what differentiates them from each other. In this chapter,
we want to present a systematic approach to understanding in a unified way
the multitude of technologies and applications of the field.

We start with a narrow definition, designed as much to limit the scope of
our inquiry as to determine it.

“Biometric technologies” are automated methods of verifying or recognizing
the identity of a living person based on a physiological or behavioral charac-
teristic [7, 8].

There are two key words in this definition: “automated” and “person”.
The word “automated” differentiates biometrics from the larger field of
human identification science. Biometric authentication techniques are
done completely by machine, generally (but not always) a digital computer.
Forensic laboratory techniques, such as latent fingerprint, DNA, hair and
fiber analysis, are not considered part of this field. Although automated
identification techniques can be used on animals, fruits and vegetables [9],
manufactured goods and the deceased, the subjects of biometric authenti-
cation are living humans. For this reason, the field should perhaps be more
accurately called “anthropometric authentication”.

The second key word is “person”. Statistical techniques, particularly
using fingerprint patterns, have been used to differentiate or connect

1



2 Biometric Systems

groups of people [10, 11] or to probabilistically link persons to groups, but
biometrics is interested only in recognizing people as individuals. All of the
measures used contain both physiological and behavioral components,
both of which can vary widely or be quite similar across a population of
individuals. No technology is purely one or the other, although some mea-
sures seem to be more behaviorally influenced and some more physiologi-
cally influenced. The behavioral component of all biometric measures
introduces a “human factors” or “psychological” aspect to biometric
authentication as well.

In practice, we often abbreviate the term “biometric authentication” as
“biometrics”, although the latter term has been historically used to mean
the branch of biology that deals with its data statistically and by quantita-
tive analysis [12].

So “biometrics”, in this context, is the use of computers to recognize
people, despite all of the across-individual similarities and within-indi-
vidual variations. Determining “true” identity is beyond the scope of any
biometric technology. Rather, biometric technology can only link a person
to a biometric pattern and any identity data (common name) and personal
attributes (age, gender, profession, residence, nationality) presented at the
time of enrollment in the system. Biometric systems inherently require no
identity data, thus allowing anonymous recognition [4].

Ultimately, the performance of a biometric authentication system, and
its suitability for any particular task, will depend upon the interaction of
individuals with the automated mechanism. It is this interaction of tech-
nology with human physiology and psychology that makes “biometrics”
such a fascinating subject.

1.2 A Quick Historical Overview

The scientific literature on quantitative measurement of humans for the pur-
pose of identification dates back to the 1870s and the measurement system of
Alphonse Bertillon [13-17]. Bertillon’s system of body measurements,
including such measures as skull diameter and arm and foot length, was used
in the USA to identify prisoners until the 1920s. Henry Faulds, William
Herschel and Sir Francis Galton proposed quantitative identification through
fingerprint and facial measurements in the 1880s [18-20]. The development of
digital signal processing techniques in the 1960s led immediately to work in
automating human identification. Speaker [21-26] and fingerprint recogni-
tion [27] systems were among the first to be explored. The potential for appli-
cation of this technology to high-security access control, personal locks and
financial transactions was recognized in the early 1960s [28]. The 1970s saw
development and deployment of hand geometry systems [29], the start of
large-scale testing [30] and increasing interest in government use of these
“automated personal identification” technologies [31]. Retinal [32, 33] and
signature verification [34, 35] systems came in the 1980s, followed by face
[36-42] systems. Iris recognition [43,44] systems were developed in the 1990s.



Chapter 1 - An Introduction to Biometric Authentication Systems 3

1.3 The “Best” Biometric Characteristic

Examples of physiological and behavioral characteristics currently used
for automatic identification include fingerprints, voice, iris, retina, hand,
face,handwriting, keystroke, and finger shape. But this is only a partial list
as new measures (such as gait, ear shape, head resonance, optical skin
reflectance and body odor) are being developed all of the time. Because of
the broad range of characteristics used, the imaging requirements for the
technology vary greatly. Systems might measure a single one-dimensional
signal (voice); several simultaneous one-dimensional signals (hand-
writing); a single two-dimensional image (fingerprint); multiple two-
dimensional measures (hand geometry); a time series of two-dimensional
images (face and iris); or a three-dimensional image (some facial recogni-
tion systems).

Which biometric characteristic is best? The ideal biometric character-
istic has five qualities: robustness, distinctiveness, availability, accessi-
bility and acceptability [45, 46]. By “robust”, we mean unchanging on an
individual over time. By “distinctive”, we mean showing great variation
over the population. By “available”, we mean that the entire population
should ideally have this measure in multiples. By “accessible”, we mean
easy to image using electronic sensors. By “acceptable”, we mean that
people do not object to having this measurement taken from them.

Quantitative measures of these five qualities have been developed
[47-50]. Robustness is measured by the “false non-match rate” (also
known as “Type I error”), the probability that a submitted sample will not
match the enrollment image. Distinctiveness is measured by the “false
match rate” (also known as “Type II error”) - the probability that a sub-
mitted sample will match the enrollment image of another user. Avail-
ability is measured by the “failure to enroll” rate, the probability that a
user will not be able to supply a readable measure to the system upon
enrollment. Accessibility can be quantified by the “throughput rate” of
the system, the number of individuals that can be processed in a unit time,
such as a minute or an hour. Acceptability is measured by polling the
device users. The first four qualities are inversely related to their above
measures, a higher “false non-match rate”, for instance,indicating a lower
level of robustness.

Having identified the required qualities and measures for each quality, it
would seem a straightforward problem to simply run some experiments,
determine the measures, and set a weighting value for the importance of
each, thereby determining the “best” biometric characteristic. Unfortu-
nately, for all biometric characteristics, all of the desired qualities have
been found to be highly dependent on the specifics of the application, the
population (both their physiological and psychological states), and the
hardware/software system used [51-54]. We cannot predict performance
metrics for one application from tests on another. Further, the five metrics,
which are correlated in a highly complex way, can be manipulated to some
extent by administration policy.



