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Preface

This volume contains the papers accepted for presentation at C2SI-Berger2015, in honor
of Prof. Thierry Berger, from XLIM Laboratory, University of Limoges, France.
C2SI-Berger2015 is an international conference on the theory, and applications of cryp-
tographic techniques, coding theory, and information security. The first aim of this
conference is to pay homage to Prof. Thierry Berger for his valuable contribution in
teaching and disseminating knowledge in coding theory and cryptography in Morocco
since 2003. The second aim of the conference is to provide an international forum for
researchers from academia and practitioners from industry, from all over the world for
discussion of all forms of cryptology, coding theory, and information security.

The initiative of organizing C2SI-Berger2015 has been started by the Moroccan
Laboratory of Mathematics, Computing sciences and Applications (LabMiA) at Fac-
ulty of Sciences of the University Mohammed V in Rabat and performed by an active
team of researchers from Morocco and France. The conference was organized in co-
operation with the International Association for Cryptologic Research (IACR), and the
proceedings were published in Springer’s Lecture Notes in Computer Science series.

The C2SI-Berger2015 Program Committee consisted of 39 members. There were 59
papers submitted to the conference. Each paper was assigned to at least two members
of the Program Committee and was refereed anonymously. The review process was
challenging and the Program Committee, aided by reports from 17 external reviewers,
produced a total of 130 reviews in all. After this period, 22 papers were accepted on
March 20, 2015. Authors then had the opportunity to update their papers until March
25, 2015. The present proceedings include all the revised papers. We are indebted to the
members of the Program Committee and the external reviewers for their diligent work.

The conference was honored by the presence of the invited speakers François Ar-
nault, Ezedin Barka, Johannes A. Buchmann, Anne Canteaut, Claude Carlet, Jean Louis
Lanet, Ayoub Otmani, and Felix Ulmer. They gave talks on various topics in cryptog-
raphy, coding theory, and information security and contributed to the success of the
conference.

We had the privilege to chair the Program Committee. We would like to thank all
committee members for their work on the submissions, as well as all external reviewers
for their support. We thank the invited speakers, and the authors of all submissions.
They all contributed to the success of the conference.

We would also like to thank Prof. Saaid Amzazi, President of University Mohammed
V in Rabat and Prof. Wail Benjelloun, former Head of University Mohammed V, Agdal
in Rabat for their unwavering support to research and teaching in the areas of cryptog-
raphy, coding theory, and information security.

We are deeply grateful to Prof. Thierry Berger and his laboratory XLIM of the
University of Limoges for great services in contributing to the establishment of a suc-
cessful master’s degree in coding theory, cryptography, and information security at
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University Mohammed V in Rabat. We would like to take this opportunity to acknowl-
edge their professional work.

Finally, we heartily thank all the Local Organizing Committee members, all spon-
sors, and everyone who contributed to the success of this conference. We are also thank-
ful to the staff at Springer for their help in producing the proceedings.

May 2015 Said El Hajji
Abderrahmane Nitaj

El Mamoun Souidi
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from the University of Limoges, France.

From 1992, he has been with the University of Limoges. He is currently Professor in
the Department of Mathematics and Informatics, Xlim Laboratory. He is the scientific
head of the Protection of Information, Coding and Cryptography group of this depart-
ment. His research interests include finite algebra, automorphism group of codes, links
between coding and cryptography, stream cipher and pseudorandom generators, design
and cryptanalysis of lightweight block ciphers.
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Multidimensional Bell Inequalities
and Quantum Cryptography

François Arnault

Université de Limoges, Laboratoire XLIM/DMI, France
arnault@unilim.fr

Abstract. The laws of quantum physics allow the design of cryptographic pro-
tocols for which the security is based on physical principles. The main crypto-
graphic quantum protocols are key distribution schemes, in which two parties
generate a shared random secret string. The privacy of the key can be checked
using Bell inequalities. However, the Bell inequalities initial purpose was a fun-
damental one, as they showed how quantum rules are incompatible with our in-
tuition of reality.

This paper begins with an introduction about quantum information theory,
Bell inequalities, quantum cryptography. Then it presents the use of qudits for
Bell inequalities and cryptography.



Securing the Web of Things
with Role-Based Access Control

Ezedine Barka, Sujith Samuel Mathew, and Yacine Atif

College of IT, UAE University, Al Ain, UAE
ebarka@uaeu.ac.ae

Abstract. Real-world things are increasingly becoming fully qualified members
of the Web. From, pacemakers and medical records to children’s toys and sneak-
ers, things are connected over the Web and publish information that is available
for the whole world to see. It is crucial that there is secure access to this Web of
Things (WoT) and to the related information published by things on the Web. In
this paper, we introduce an architecture that encompasses Web-enabled things in
a secure and scalable manner. Our architecture utilizes the features of the well-
known role-based access control (RBAC) to specify the access control policies to
the WoT, and we use cryptographic keys to enforce such policies. This approach
enables prescribers to WoT services to control who can access what things and
how access can continue or should terminate, thereby enabling privacy and secu-
rity of large amount of data that these things are poised to flood the future Web
with.


